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0 KOMITAHHW

IHHOBALIMV B LIMGPOBI3ALIMY

«PAAMYC ITs — Kommanua, Creqnarnsnpyrowasca Ha TPon3eogcTée ABTOMATUIUPOBAHHLIX CHUCTEM

YIPaBACHUA Al pasAndtsix odaacTen mpumerenns. Bxogut 8 xoagutrosyio ctpyktypy A0 “PAAHYC
AsTomaruxa”,

Komatiga PAQHYC IT cocTonT U3 86ICOKOKBANNGPUUUPOBALitibIX CTICYNANNCTOS, UMEtOUWHX OONbWON OTTSIT
PaodoTsl, ydeHsle CTETeHN U CePpTUPUKATSEI, 8 Tom ducae o mipotTokony MIK 67850, 4o mossoraeT Ham
evimtonuaTs HHOKP 6 oonacTu yngpposusayun n pewars

CAOXKHbBIE TEXHOAOTHYECKHE 3agadu

radius-it.ru 2

MWHHOBALWWN B LUNOPPOBU3ALUNMN




Mpodremaruxa:

Poccuickune peuenns

radius-it.ru 2

Hmnoprosamewetne
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AnnapaTHoe obecnevyeHune

cepBep ACY TI1
B O a

NpoMBIWNeHHBIR koMnetloTep co SCADA

cepsep VB

MexXceTeBoW aKkpaH

r [==1
o Oou oo 0 s

=1

MporpammHyoe obecnevyeHune

NK SCADA

ELEUM

onepaunoHHaA cucTema

CMONEHCK

Basa OaHHbIX

PogzgresPro

BUPTYanUsaumn  KoHTelHepusalua

e || -

docker

MHbopmaunoHHana GesonacHocTL

radius-it.ru 2

Hmnoprosamewetne
Peurenne:;

Poccuncknu mporpammto-Textinyeckun komiirexc ELEUM mpegcTasaset
COO0U KOMITACKC YCTPOUCTS U TTHOTHAMMHOTO 00eCTieqeHns To3680Ato0uMne
ABTOMATUSUPOBATS YITPABACHUE FIHEPTOOOBCKTAMMU U 3AUWUTUTS OT GHEWHUX
yrpos ynugpposyro mogeratiynto. 4To 6 c8oto o4epegs Mo380A€T
UCITON308ATb TAKOE PeWECHNA GAS UMITOPTO3AMEUCHUS,

B coctas INTK BxoauT:

MpombiineHHbIN cepep (cepBep ACY TN)
MpombiwneHHbIn KomnbtoTep (MK Scada Eleum)
Mpeobpa3oBaTesib NPOTOKO/0B

MexceTeBoM 3KpaH

NcTouyHMK becnepebomHOro nuTaHmuA

TepmuHan penenHomn 3awmntbl Cnupuyc
Mpeobpa3oBaTesib ANCKPETHbIX CUTHaNoB Cupunyc
KBM KOHCO/b C nepekntovaTenem

O 0O NOUAEWNRE

OnepaymoHHaa cuctema Astra Linux nam gpyrasa
POCCUICKAA onepauMoHHaA cUcTema

10. MporpammHoe obecneyeHne BEpPXHEro ypoBHS
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Hmnoprosamewetine

Poccuiicknn mpogykt ITK Scada Eleum

TexnoAornueckui cTek mporpammuoro Komnaexca Scada Eleum:

Postgresqlpro — oreqecteentas CYb4
Web cepsep

Java

Node JS

Muxpocepeucst:

Kafka

Cuctema supTyarnsaynn:
bpect

KonTeurepusaymna:

e

Docker

MUKPOMOGYALHAS CTPYKTYPA TIPUAOKEHUA

Kpoccrinatgpopmettocts

radius-it.ru 2

Pos)gresPro

BFELT

docker
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CEPTUDOUKAT

COBMECTUMOCTHU
Ne 10355/2022

Hacroawmm ceprucukarom MK Actpa (OO0 «PycEUTex-AcTpas) nogTeepxaaer
paboTocnoCcoBHOCTL M KOPPEKTHOCTE COBMECTHOMO (YHKLUMOHMPOBAHWA ONepaLMOHHOM
cucTemMb! 0bLero HasHayeHua «Astra Linux Common Editions (ouepeaHoe obHoBneHue

2.12) u cepeepa

Paguyc IT MpombiwneHHbin komnbotep ELEUM
02.450.2U.R
Komnanuu Paguyc IT (OO0 «Paguyc AiiTus).

CepTudHKaT COBMECTUMOCTY NOATOTOBIEH HA OCHOBaHWW PEe3yNETATOB COBMECTHBIX
UCNLITAHKIA, NPOBEAEHHLIX KomnaHueit 000 «Paguyc AiTU» W NPeCTaBNEHHbLIX B
[OKyMeHTe npotokona Ne 1035572022 ot 02.09.2022

CEPTUDPUNKAT

COBMECTUMOCTH
N2 9669/2022

Hacroauwpm ceprudmrarom 'K Actpa (000 «PycbU Tex-Acrpan) nogreepxaaer
paboToCnoCcobHOCTE M KOPPEXTHOCTE COBMECTHONO BYHKLMOHUPOSIHHA ONEPALIMOHHON CHCTEMS!
MANEHOro HasHa4YeHua «/ Linux Special Edition» PYCB.10015-01
(ovepensice obsoaneque 1.7) u cepsepa

Papuyc IT lNpombiwneHHbin komnbotep ELEUM
02.450.2U.R

Komnasuu Pagsyc IT (00O «Paguyc AiTun).
CepTuduxaT COBMECTMMOCTH NOATOTOBNEH HA OCHOBAHWM PE3YMLTATOS COBMECTHLIX MCMBITAHWI,
nposeaeHHex xomnadmken 000 «Pagiyc AiTun u npeacraeneqHeix 8 JokymeHTe nipotokona N2
9669/2022 or 02.12.2022

MHHOBALUMUN B UNOGPOBUIALUN
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(0

radius-it.ru

Opratusaqus oomena ganneix ucrionsaya CIM mogeas

Pa3paboTKa pelweHnsa gna opraHmM3aumm KaHana
obmeHa nHbopmaumu npu ncnonbiosaHum CIM

Cxema knactepa Ha Postgres Pro

(T .
/ Virtual IP §~~
L} } ~,
************************** ~.
~
S

Pgpool -1 1 Pgpool =11 2

Pennukauus F’ogzgresPro

Pogzgres Pro

Master Slave
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CK 11 (LLYC)

Mepexsar ynpasaenns mexqy scadda cHCTemamu

NPOrpamMmMHbIA MOAY/b

radius-it.ru

Eleum (noactaHuus)

nepexsaTa ynpaBaeHus

MoactaHumA

MHHOBALUMUN B UNOGPOBUIALUN




AnnapaTHoe obecne4deHne

cepeep ACY TI1
| e d

npomMbineHHLIA komneloTep co SCADA

(D= ]:

cepsep Vb

MeXceTeBOW aKpaH

[] =) | s } 4
o oul crro 0 Ols

BN

MporpamMmmMHoe oGecnedeHne

MK SCADA

L=

ELEUM

onepauroHHas crucTtema

CMONEHCK

Gasza gaHHbIX

Pogggres Pro

BUpTYanuaaynsa KOHTEAHepKr3aUKnA

docker

radius-it.ru

T Asikoso 35/70/6 kB
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Ikpannas gpopma guarwoctuxa ABC ITK Scada Eleum

MK Scada Eleum ocywectBnaeT cbop gnarHoctmyeckom nHdopmaumnm
MO COBPEMEHHDbIM NPOTOKO/IaM KaK CETEBbIM TaK U MPOMbILWAEHHbIM NPOTOKOaM

Nwarsocmaka NBC yueBhor komnnexca

Kownayrarop GOM 1 FRPA IP-anpec:172.27.00.51 [ LRI REL BEED
= P 7 8 0 10 -

20 21 2 23 24 25 C AMUS

MAC AMUZ Mac DMU1 MAc DMUZ2 MAC DMU3
IP-apec:172.27.80.51 |P-aapec:172.27.99.51 I=-a:|;:ec:1.2""' IP-aapec:172.27.20.51
15 nopr - NAC4 1 | 1 1
18 nopr - NACS 3 = - . - 1
17 napr - M7ICH 24 nopr - CEB ' ' En2 y2 z
18 nopr - Peepe(RTDS) 2 -RTDS I 3 ;)

EM1 i

=

10 nopr - Eupu}-c 25 -FE3EFB l I I
{ —_—

BN2

I 1

2
B

20 nopr - Cepeep B 7 -PEZEPB 4

21 nopr - K 23 nopr - PE3EFB 1

KoumyTarep COM 2 PRF B

BN 71 2 3 4 5 @8 7 & @ 10 3 MEC DMU4 MAC OGS MAC DML Tepumusan Cupwyc
BN 2 il 1 IP-appec:172 27.00.51 -appec:172.27.90.5 P- 3 51 P-anpee:172.27.00 51
= 15 16 17 12 10 20 21 22 23 24 25 25 27 28 : - - e )
e EM1

B — —— — e — ————————— EM 2

| BN
1nopr-KTHI0 & nopr-C33 15 nopr - MIAC4 :- . B -I
|

1
2 EM2
2 nopT - 3kpa E nopt - MACT 16 nopr - MOCS 3
3 nopT - Capwyc Onopr-MAC2 17 nopr -
4 nopr - EMP3 11 nopr-MAG3 18 nopr - &
5nopr - REDBox 12 nopr - MG 18 nopr - prwc
B napr - G2 13nopr-MAC2 20 nopr - KM 10
T nopr - C32 14 mopr-MAC3 21 nopr - PEIEFB "8 'c|::1' PEZEFB

LUMHA NOACTAHLIAA
Kossuryrarop COM 3 RSTP IP-appec:172.27.156.224 | Keumsyrarop COM 4 RETP

5 7 & 8 10 11 12 13 1 BN 1 . Kontpanep Kesrpanep
EM 2 : npucoeausenHnr 110 npucoempaeqna 10
20 11 2 134 5 BT . 1 71 20 2 132 5 B 2 2 ; A72.27.00.5 |P-aapec:172.27. 00,51

BNt 1
15 nopr - APNMZ 22 nopr - 1 nopr - APMS & nopr - APMWBEE 15 nopr - 72 -nac4 EN2 2
16 nopr - APM3 23 nopr - 2 mopr - APMMWET 8 nopr - Cepeep WE 15 nopr - C 3
-3 17 nopT - APMA 24 nopr - C 3 nopr - APME 10 nopT - Cepesp MBIT nopr - C
4 nopr - KC -5 sopr - RTDS 25 nopr - RTDS 4 nopr - APM ME2 11 nopr - Cepeep WB1E nopr - 2 - 3
5 nopr - K11 110 p‘ nopt - AMHCKY3 28 nopr - 5 nopr - APMME3 12 nopr - Cepesp MBS nopr - 2 - COM3
6 nopr - 3xpa 13 nopr - AF'I'.‘ Ir1E|. ¢..' nopt - AMWCKY3 27 nopr - PE3) 6 nopr - APM ME4 13 nopr - Cepaep MED nopr - -
7 napr - NAC 1 -1n:.p- APM WE8 21 nopr - MAC3 28 nooT - RETP T mopT - APM MBS -1 nopr - Cepeep UE2 nopr - 28 nopr - RSTP

LUAHA YTIPABNEHUA
OM 3 ynpasnene RSIAEEENE Cepeep epemetn Cepeep Scada Cepeep MB
10 12 13 14 P-anpec: 17227 00 5 P-anpec:172.27.90.51 IP-appec:172.27.99.51
1

24 26

1 nopT - H—dch & nopT - APM4 1 - APM MBS “ r:JJ PE3EFB
2 nogr - E5=' 9 ) mapT - APMS API'.‘ WEG
3 nopr - AP 0 nopr - APM ME1
4 nopr - APM UET 1 = 5 -
5 nopr - APM UEB 2 2 -PC1i 28 nopt - FE3EFB
6 nopr - AP - 27 nogr - PEZEPB
{ nopT - A 4 = 28 nopr - PEZEFB
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MK Scada Eleum ocywectBnaTtb cbop AMarHocTUHecKon nHpopmaumm C YCTPOMUCTB PENENHOM 3aLLUUTDI

radius-it.ru

Ixpatinas ¢popma gnarnoctuxa P3A lK Scada Eleum

ATALLI

A0 TR Bracf, Tepaasans np nescnp. 92

T

cx. TH3HN
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Apxuetas nigopmayna 8 lK Scada Eleum

E ELELUM 1_0O63opHan 2 110xB 3 10xB NBC guarHocTuea Manens P3A Crpytypa Bnokupogok SxpaH TH OcuyunorpamMme! YcTaem [leACTEMA NONB30BATENA HypHan cobbITHA 561 23377 nr ABapHiitbie coobueHnA D 3neck Mol

Or: 03/06/2023 1250 Do : 03/10/2023 12:50 [wecn. HaumeHoBaHKe: Haumeroeanue: 3HaueHne: En. namepenus: Sanuceit:

Ornpaéuts = OqMCTHTE  BIrpysuth

Nara Bpemn JlucneTyepcroe HAMMEHOEaHHE Haumenoeauue 3uauenne EnMHMLa HZMEpeHnA
06.03.2023 14:20:50:174
06.03.2023 14:20:56:361
06.03.2023 14:21:15:165
06.03.2023 14:21:19:241
06.03.2023 14:21:23:602
06.03.2023 14:21:26:706
06.03.2023 14:21:37:212
06.03.2023 14:21:58:205
06.03.2023 14:22:10:133
06.03.2023 14:25:36:413
06.03.2023 14:25:36:430
06.03.2023 14:25:36:493
06.03.2023 14:25:36:550
06.03.2023 14:25:36:649
06.03.2023 14:25:36:751
06.03.2023 14:25:36:840
06.03.2023 14:25:36:931
06.03.2023 14:26:26:577
06.03.2023 14:26:26:590
06.03.2023 14:26:32:114
06.03.2023 14:26:32:137
06.03.2023 14:27:54:350
06.03.2023 14:27-54:389
06.03.2023 14:28:08:918
06.03.2023 14:28:08:930
06.03.2023 14:28:23:303
06.03.2023 14:28:23:330
06.03.2023 14:28:46:554
06.03.2023 14:28:46:569
06.03.2023 14:29:03:283

2
1
1
2
1
2
1
2
1
2
1
2
1
2
1
2
1
2
2
1
1
2
2
1
1
2
2
1
1
2
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Obyueitne creynasncros

Tpodnemarunxa:

B cootBercTBUM ¢ ykasom IIpesunenra Poccutickoit @enepanuu B.B. Ilytuna ot 07.05.2018
Ne 204 «O HanMoOHANBHBIX LEISAX M CTpATETHUYSCKHUX 3ajauax pa3Butus Poccuiickoit denepannu
Ha mnepuon g0 2024 roma» craproBana mporpamma «lludpoBas sxoHOMHKa Poccuiickoit
denepauum.

PazBute nuppoOBbIX TEXHOJIOTHUNA KPYIHBIX SHEPreTUUECKUX KOMMAHUN, KaK 4acTh JaHHOU
nporpammsbl, 6azupyetcs Ha «Konueniuu nudposoit Tpanchopmannu 2030» [TAO «Poccetny.

Bueapenne nu@poBbIX TEXHOJIOTUIM AUKTYET HOBbIE TPEOOBaHUSI K YPOBHIO 3HAHUH U
npodeCCUOHATBLHON MOJITOTOBKM NIEPCOHAA, OJJHAKO, HA TEKYIIIMHA MOMEHT CYIIECTBYET
Ne(PUINUT TaHHBIX CIEIMAIUCTOB HA PHIHKE.

radius-it.ru 2 MHHOBALMWW B LUMOPOBUSAL UM




Odyuetne crieynasncTos

Kommawus Pangnyc ARTu paspadotaa pewenne

UYngpposas Odpasosarerswas llrargpopma Eleum

& Kypcol £ HacTpoiiku 8 Agmutuctpuposarve  ilomoup  EOTUYETHI CTpyKTypa Kypcos CTyAeHTbl 1 rpynnbl TectupoBaHue AHTOH MakapeHko 2 ®

2021-02-2 16:12:03

TpeHaxep Ln$ppoBoi NOACTaHLUN

1 YnpaeneHue B HOPMaJibHOM pexumMe 2 MpoTuBoasapuiiHas TPeHUPOBKa 3 KoHjpurypuposaHue YP3A 4 AHanu3 ceTesoro Tpajuka 5 3anucbk KoHpuUrypauum B YP3A

6 STanoHHbIe KOHPUrypaLmy YP3A 7 3kcniyatauus upoBsbix YP3A 8 JIBC B undpOBOiA 3HEpreTvke 9 O6y4eHue cneyuanucros AMCKY3

radius-it.ru MHHOBALMWW B LUMOPOBUSAL UM




YO Eleum

bnarogaps 1udpoBoii oOpa3zoBaTeabHON ILIaTGOpPME CIEIUAINCTEl HMEIT BO3MOXKHOCTH
MOJIYYUTh PEAJbHBIM OIBIT YIPaBICHUS SHEProoObEKTaMH, YTO ITO3BOJISIET MUHHUMHU3HUPOBATH
HECUaCTHBIC CIlydaud Ha pealibHbIX oObekTax sjekTpo’nepretuku. M IIOIl B manHOM ciydae
o0OecrieunBaeT Kak TEOPETUUSCKYI0 0a3y, TaK M MPaKTHUYECKUE HABBIKU TIEpCOHAJa.

S Kypcbl | & HacTpoiiku

X
> TPEHUPOBKA

& Cxema 4H - T1C 110 YepTkoBCkas

Bbibepute nporpaMmy obyuyeHuns

@ TPEHMPOBKA

(¢]
0
1
2
1
3
1
3
1
2
2
2
0
1
1
1
1
1
1
1
0
0
1
1
1
1
1

~ CUrHANbI

Hassaxwue OnucaHune AEI?‘ICTBME nons3oBarens PesynbTar BbiNo/HEHWA KJ1HOYM YTPABJIEHUSA

OrkntounTs pasneannutens JIP 110 Yeprxi - TECT

e DU AN 440
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YO Eleum

Anroputm paboTbl umMdppoBo obpasoBaTesibHOMN NAaTGOPMBbI
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Hugpopmaymontas besonactocts

Mpodremaruxa:

Munysiuit 2022 rox u3MeHWI Bech JaHamadT Kuoepyrpos,
a KOJIMYECTBO KOMIBIOTEPHBIX aTrak BBIPOCIO B pas3bl. Web
pelIeHUsT POCCUMCKUX KOMIIAHWM CTaJld KIIFOYEBOM MUILEHBIO
xakepoB. C sHBapst no aekadppr 2022 roma 3aduxcupoBaHa
uH(pOpMalMsi 0O MAacCOBBIX arakax Ha MarucTpayib, KaHAJIbHYIO
UH(pacTpyKTypy  AocTyna K  yclyraMm,  KIHEHTCKOE
o0Opy0BaHME, a TakK)Ke O BeO-aTakaxX Ha OIyOJIMKOBAaHHBIC B
UHTEPHETE OHJIAWH-TIPWIOKEHUSI  OpraHu3auuii  (BKJIHOYAst
TEJIEKOM, PETEill, PUHAHCOBBIN U TOCYJAPCTBEHHBIN CEKTOPHI).
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Hugpopmaymonnas desonacocts
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Hugpopmaquottas besomacHocts

CTaTMCTUKaA aTaK Ha ceTeBble NOPTbI
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Mexcceresou Ikpan

JlaHHO€ pelnieHre O00ecneunBaeT 3alUTy OT BHEIHUX BropkeHud B ACY TII un

MapIIPYTH3ALHIO JAaHHBIX [0 YPOBHSIM CETH, TAKUM KaK yIpaBjCHHE, IITMHA CTAHIUH, IIIMHA
nporecca.

Ornpaska
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o Occraska oTesTa
Ha KOMNoIoTEp

® Takorc 3anpoca o Xaxep
He Geino, cOpoc oTnpasnfer
oTReT
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OnbIT paboThbl

KomnaHua Paanyc ANTU MMeeT onbIT NO BHEAPEHUIO cucTEM MHGOPMALIMOHHbBIN He30nacHOCTH

Pa3paboTaHbl peweHna No3BosoWmMe KOMMNIEKCHO 3aLWUTUTb ceTeByo MHGpAcTpyKkTypy ACY T,
Ha Bcex ypoBHAX moaenu OSI.
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POP3 s ' = - Mehopmaiyes o LN NITK no npotoxany S7 TGP or SCADA k T

Profinet
Quake
RAdmin

RDF

RFB

RTSP
MNpoTokon cBAsW 57
sIP

SMB

SMTP

SNMP
SOCKS5

ABB SPA Bus

S5H

Telnet

Hne

OYHUCTHUTE MNPUMEHWTL

IS S7-300 PLC

Hudopmanmn o L
Hrndopmaums o
Wrtopmaums o L

Hudropmauma o

Wrpopmauws o LN

Hridopmaunn o L
Wropmauma o
Hrihopmanmn o L

Wnbopmaums o L

Hridopmaymns o LN

Wrdopmaums o L

POy ASLHA O LY
Wrtopmaums o L
Hadopmaumn o
Wrpopmaumws o
Hrihopmaumns o L

WHbopmMaums o

Hrihopmaymna o LN

Wrndopmaumn o L

Hridopmaums o

Hrdopraums o LIN

Hudropmauma o

Wrgopmauws o LN

N NINK no npoTok

1N NINK no npoTok.

INK no npoTox

LIN NAK no npoTok.

K

I MNNK no npoTokx

N MK no npoTtox
M MNJK no npoTok
MINK no npoTok
N NMK no npoTox
I MK ne npeTox

K no npoTox

LIM MK no npoTok...

AN NJK no npoToK.

N MK no npoTox

MNK no npoTok

N NSK no npoTok...

1N NNK no npoTok.

K no npoTok

LiN MAK no npoTox

K no npoTox

MK no npoTok..

SIEMENS S7-300 PLC

Wrbopaaupa o LM MK na npoTokany 57 TGP

THIMHECKAR CPEOA
Etharnat
ETHERNET
D800.06:9C.F1.93

D00C29 59 5804

192168633
192.168.6.102

TCPvd

NPOTOKDN

S7Comm

NPOTOKON CBA3W 57

Userdsta
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Q paonvc 1T

[0TOBbLI pa3paboTtaTb HOBOE 0bopynoBaHME Mo

[=]

MHOVBMAYyaNbHOMY 3anpocy!

MHTEPHET MATA3VH OPUNLUNATIbHBIN CANT
shop.radius-it.ru radius-it.ru

8 (846) 302 00 50
sales@radius-it.ru
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